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1
METHOD AND APPARATUS FOR FILE
ENCRYPTION/DECRYPTION

The application is a U.S. continuation application under 35
U.S.C. §111(a) claiming priority under 35 U.S.C. §§120 and
365(c) to International Application No. PCT/CN2012/
076890 filed Jun. 14, 2012, which claims the priority benefit
of' China patent application serial No. 201110283896.5, titled
“method and apparatus for file encryption/decryption” and
filed on Sep. 22, 2011, the contents of which are incorporated
by reference herein in their entirety for all intended purposes.

TECHNICAL FIELD

The present disclosure relates to data processing tech-
nique, and more particularly to a method and an apparatus for
file encryption/decryption.

BACKGROUND

Currently, more commonly used file encrypting methods
are: direct encryption, transparent file encryption, and the
encryption interface provided by the operating system. These
three encryption methods are all capable of achieving file
encryption; however, each of them has its own shortcomings
described as follows.

Direct encryption is used to directly encrypt files in the
disk, and WinRar™ is a typical representative. However, the
shortcoming of direct encryption is: encrypted files should be
manually decrypted every time before using the files, and also
the decrypted files need to be manually encrypted after using.
This method heavily depends on manual operation and the
whole procedure is complex and cumbersome.

Transparent file encryption uses filter driver of an operat-
ing system (i.e. Window™) to encrypt/decrypt files, which
overcomes the shortcoming of direct encryption that the files
should be manually encrypted/decrypted. However, transpar-
ent file encryption still has the shortcoming that the filter
driver of Windows exists on the file system driver of Win-
dows. As a result, it is necessary to take a lot of filtering
operations to all the files if the filter driver is used, and these
filtering operations seriously affect system performance.

According to the above description, an urgent problem
need to be solved provides a reliable, safe and effective file
encrypting method.

SUMMARY

In one aspect, the present disclosure provides a file
encrypting method and apparatus, thereby achieving highly-
reliable, safe and effective file encryption.

In another aspect, the present disclosure provides a file
decrypting method and apparatus corresponding to the above
file encrypting method and apparatus, thereby achieving file
decryption using a virtual disk without reducing reading per-
formance of the file.

In yet another aspect, the present disclosure is achieved by
the following technical solutions.

A file encrypting method includes creating a virtual disk,
the method further includes: the virtual disk receiving a writ-
ing request from a file system, encrypting data in the writing
request, and notifying the file system to write the encrypted
data into a corresponding physical disk, accordingly, the file
system receives a notification from the virtual disk and then
writes the encrypted data into the corresponding physical
disk.
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A file decrypting method includes a step of creating a
virtual disk, the method further includes: a step A, the virtual
disk redirecting a received reading request from the virtual
disk to a physical disk so that the file system fetches data
required by the reading request from the physical disk; and a
step B, the virtual disk receiving the data fetched by the file
system from the physical disk, decrypting the received data,
and sending the decrypted data to the file system. The file
system provides the decrypted data to a user end.

A file encrypting apparatus includes a virtual disk creating
unit, and a virtual disk driving unit. The virtual disk creating
unit is configured for creating a virtual disk. The virtual disk
driving unit is configured for receiving a writing request from
a file system, encrypting data in the writing request, and
notifying file system to write the encrypted data into a corre-
sponding physical disk. The file system receives a notification
from the virtual disk and then writes the encrypted data into
the corresponding physical disk.

A file decrypting apparatus includes a virtual disk creating
unit, and a virtual disk driving unit. The virtual disk creating
unit is configured for creating a virtual disk. The virtual disk
driving unit includes a redirecting module and a decrypting
module. The redirecting module is configured for redirecting
a reading request received from a file system to a physical
disk, so that the file system fetches data required by the
reading request from the physical disk. The decrypting mod-
ule is configured for receiving the data fetched by the file
system from the physical disk, decrypting the received data
and sending the decrypted data to the file system. The file
system provides the decrypted data to a user end.

As shown in the technical solutions stated above, in the
present disclosure, data in the writing request is encrypted
with the virtual disk, the data required by the reading request
is decrypted with the virtual disk, and this method improves
reliability, safety and effectiveness of file encryption.

BRIEF DESCRIPTION OF THE DRAWINGS

To illustrate the technical solution according to embodi-
ments of the present disclosure more clearly, drawings to be
used in the description of the embodiments are described in
brief as follows. Obviously, the drawings in the following
description are merely some embodiments of the present
disclosure. It is to be noted that for those ordinarily skilled in
the art, other drawings can be fetched according to these
drawings without doing any creative work.

FIG. 1 is a flowchart of a method for creating virtual disk
according to an embodiment of the present disclosure;

FIG. 2 is an abstract flowchart provided by an embodiment
of the present disclosure;

FIG. 3 is a detailed flowchart provided by this embodiment
shown in FIG. 2;

FIG. 4 is a block diagram of an apparatus provided by
embodiment 1 of the present disclosure;

FIG. 5 is an abstract flowchart provided by another
embodiment of the present disclosure;

FIG. 6 is a detailed flowchart provided by this embodiment
shown in FIG. 5;

FIG. 7 is a block diagram of an apparatus provided by yet
another present embodiment of the present disclosure.

PREFERRED EMBODIMENTS

The technical solution in the embodiments of the present
disclosure will be described clearly and completely accom-
panying with drawings of embodiments of the present disclo-
sure as follows. Apparently, the described embodiments are
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only a part of the embodiments of the present disclosure, but
not all the embodiments. Based on the embodiments of the
present disclosure, all other embodiments achieved by those
ordinarily skilled in the art without doing any creative work,
should be included in the scope of the present disclosure.

The embodiments of the present disclosure will be further
described in detail accompanying with drawings as follows.

The method and apparatus for file encryption, and the
method and apparatus for file decryption provided by the
present disclosure are based on virtual disk of an operating
system (i.e. Window™). The socalled virtual disk is substan-
tially similar to the known physical disk, which refers to
volumes in Windows™ and corresponds to at least one
device.

Before describing the method and apparatus for file
encryption, and the method and apparatus for file decryption,
how to create the virtual disk is firstly described:

Referring to FIG. 1, FIG. 1 is a flow chart of a method for
creating virtual disk provided by an embodiment of the
present disclosure. As shown in FIG. 1, the flow may include
the following steps:

Step 101, initializing a physical disk file corresponding to
the virtual disk to be created.

In step 101, the physical disk file corresponding to the
virtual disk may be pre-configured manually, and the physical
disk file may have a suffix of “.qbox”. The physical disk file is
used to store data written into the virtual disk. That is, when
writing data into the virtual disk, it is necessary to redirect the
data to the physical disk file. When sending a reading request
to the virtual disk for reading the data, it is necessary to
redirect the reading request to the physical disk file for read-
ing the data required by the reading request.

Step 102, when creating the virtual disk, requesting the
user to provide a key for using the physical disk file and
verifying the key provided by the user. If the verification is
passed, a step 103 should be executed. Otherwise, return to
step 102 or end the current flow.

Step 103, creating the virtual disk.

In an implemention example, the step 103 may include the
following steps:

Step 1, initializing the driver run in the kernel, so that the
driver serves as a driver of the virtual disk in the following
process. The driver processes the reading and writing requests
to the virtual disk. Here, the driver may be a kind of execut-
able file of an operating system (i.e. Window™) and has a
suffix of “.sys”.

Step 2, initializing kernel encrypting/decrypting threads.

Here, a thread is a basic unit of an operating system (i.e.
Window™) task scheduling, the kernel encrypting thread is
the thread that run in the system kernel space and used to
encrypt, and the kernel decrypting thread is the thread that run
in the system kernel space and used to decrypt.

It is to be noted that step 1 and step 2 are only an example
of the initialization process for creating the virtual disk in an
operating system (i.e. Window™). In other environments, the
initialization processes for creating the virtual disk are difter-
ent, and the present disclosure is not limited to the example.

Step 3, creating the virtual disk using a control for creating
virtual disks.

In an example, the control used to create virtual disks in
step 3 is the loCteateDevice control of an operating system
(i.e. Window™),

Additionally, the virtual disk created in step 3 has a unique
identifier, such as \Device\HaarddiskVolume2, and also has a
corresponding device type, for example, FILE_DEVICE_
DISK, which represents a disk device.
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Thus, by above steps 1 to 3, the operation of creating the
virtual disk in step 103 is achieved.

Preferably, in the present disclosure, to make the virtual
disk is visible in a user mode, the virtual disk can be assigned
with a driver letter using a driver letter assigning control such
as the “loCreateSymbolicLink” control in an operating sys-
tem (i.e. Window™). Furthermore, in order to make the
assigned driver letter can be seen in the “My Computer” view
of Windows, it is necessary to establish a driver letter con-
nection for the device.

At this point, the main steps for creating the virtual disk are
already executed. However, considering the plug-and-play
feature of the virtual disk provided by the present disclosure,
it is necessary to notify the virtual disk to a disk management
module (MountManger) of an operating system (i.e. Win-
dow™); and/or notify a resource management module (ex-
plorer) using broadcasting message so that the explorer re-
enumerates the virtual disk.

So, the user is able to perform the reading and writing
operations to the virtual disk in a similar way to the physical
disk, but the virtual disk would redirect the reading/writing
requests to the corresponding physical disk file when per-
forming the reading/writing operations. The detail process is
described in the following embodiments.

This embodiment describes a file encrypting method based
on the above virtual disk.

Referring to FIG. 2, FIG. 2 is an abstract flowchart of
embodiment 1. As shown in FIG. 2, the flow may include the
following steps:

Step 201, the virtual disk receives the writing request from
the file system and encrypts the data in the writing request.

Step 202, the virtual disk notifies the file system to write the
encrypted data into the corresponding physical disk so that
the file system writes the encrypted data into the correspond-
ing physical disk after receiving a notification from the virtual
disk.

To illustrate the flow shown in FIG. 2 more clearly, the flow
is further explained in detail with reference to FIG. 3.

Referring to FIG. 3, FIG. 3 is a detailed flowchart illustrat-
ing the flow of embodiment 1. As shown in FIG. 3, the flow
may include the following steps:

Step 301, a user launches a writing request, using a control
for launching writing requests such as WriteFile, in a user
mode.

The writing request includes an identifier of the virtual disk
and the data to be written into the virtual disk.

The user mode indicates that the writing request launched
in step 301 is executed in a user space.

Step 302, the file system, in a kernel mode, receives the
writing request from the user mode, if the writing request
includes the identifier of the virtual disk; the file system sends
the writing request to the virtual disk.

Specifically, the file system in embodiment 1 may be a file
system driver (FSD) or other modules having similar func-
tions.

The kernel mode indicates that, in step 302, the writing
request is received by the file system in a kernel space.

Step 303, the virtual disk receives the writing request from
the file system and encrypts the data in the writing request.

Step 303 is performed by the driver of the virtual disk.

Additionally, under Windows system, reading/writing
operations of disks are performed in the unit of clusters. The
size of a cluster is greater than 512 bytes and less than 64 k
bytes, and values the N* power of 2. The default cluster size
of the NTFS file system of Windows is 4096 bytes, and the
default cluster size of the FAT32 file system is 512 bytes. Due
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to this feature of disks, it is easily to encrypt data using the
mainstream encrypting algorithms.

Currently, the mainstream encrypting algorithms include
the stream encrypting algorithm and the block encrypting
algorithm. Compared with the stream encrypting algorithm,
the block encrypting algorithm has minimum encryption
length and alignment requirements. The minimum encryp-
tion length is generally N power of 2, i.e. 8, 16 or 32 bytes.
In this way, the boundaries of the minimum reading/writing
unit of disks are aligned exactly and it is not necessary to fill
invalid data to use block encryption. Generally, transparent
file encryption needs to fill invalid data for using block
encryption algorithm. Preferably, considering the data secu-
rity, block encryption algorithm that has high level security,
such as AES encryption algorithm, is used to encrypt data in
the present embodiment.

Step 304, the virtual disk ascertains the physical disk file
corresponding to the virtual disk itself, then the virtual disk
replaces the identifier of the virtual disk in the writing request
with the identifier of the physical disk file, then the virtual
disk sends the writing request to the file system.

The ascertained physical disk file in step 304 is the initial-
ized file in step 101.

Additionally, step 304, for example, is executed by the
driver of the virtual disk. The step of sending the writing
request to the file system is executed by the driver of the
virtual disk using a control for sending writing requests such
as ZW WriteFile.

Step 305, the file system receives the writing request from
the virtual disk, and then the file system writes the encrypted
data in the writing request into the physical disk file, which is
specified by the file identifier in the writing request.

Then, the flow shown in FIG. 3 is completed.

As the virtual disk is visible only in the kernel mode, this
embodiment utilizes the virtual disk in the kernel mode to
encrypt data and the virtual disk is invisible for the user in the
user mode. Thus, even if the user logs into the Windows, the
data in the virtual disk can’t be read and a reliable data
encrypting method is achieved.

Additionally, in this embodiment, the method only uses the
virtual disk to encrypt data and the virtual disk does not affect
the general reading/writing performance. Thus, the method
barely affects performance of the operating system.

Here, the method provided in this embodiment is described
as above. Corresponding to the method provided in this
embodiment, a file encrypting apparatus is further provided.

Referring to FIG. 4, FIG. 4 is a block diagram of a file
encrypting apparatus provided in this embodiment. As shown
in FIG. 4, the apparatus includes a virtual disk creating unit
and a virtual disk driving unit.

The virtual disk creating unit is configured for creating a
virtual disk.

The virtual disk driving unit is configured for receiving a
writing request from a file system, encrypting data in the
writing request, and notifying the file system to write the
encrypted data into a corresponding physical disk so that the
file system writes the encrypted data into the corresponding
physical disk after receiving the notification from the virtual
disk.

The virtual disk is visible in the kernel mode and has a
unique identifier. Preferably, as shown in FIG. 4, the appara-
tus further includes a virtual disk notifying unit.

The virtual disk notifying unit is configured for notifying
the virtual disk to a disk management module of an operating
system (i.e. Window™), after the virtual disk creating unit
creating the virtual disk and before the virtual disk driving
unit receiving the writing request; and/or notifying a resource
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management module of Windows using broadcasting mes-
sage such that the resource management module re-enumer-
ates the virtual disk.

In this embodiment, the virtual disk driving unit includes a
receiving module, an encrypting module and a redirecting
module.

The receiving module is configured for receiving the writ-
ing request from the file system.

The encrypting module is configured for encrypting the
data in the writing request.

The redirecting module is configured for ascertaining the
physical disk file corresponding to the virtual disk, replacing
the identifier of the virtual disk in the writing request with the
identifier of the physical disk file, and then sending the writ-
ing request to the file system. As a result, the file system writes
the encrypted data in the writing request into the physical disk
file corresponding to the identifier in the writing request, after
receiving the writing request from the virtual disk.

In this embodiment, the virtual disk creating unit includes
an initializing module, a processing module and a virtual disk
creating module.

The initializing module is configured for initializing the
physical disk file corresponding to the virtual disk.

The processing module is configured for requesting the
user to provide a key for using the physical disk file and
verifying the key provided by the user when the virtual disk
creating module is triggered to create the virtual disk. If the
verification is passed, the initializing module triggers the
initializing module to proceed with the initialization that is
required to create the virtual disk, and triggers the virtual disk
creating module to create the virtual disk after detecting that
the initializing module finished the initialization process.

The virtual disk creating module is configured for creating
the virtual disk when triggered by the processing module.

The apparatus provided in this embodiment is described as
above.

Another embodiment describes a file decrypting method
based on the virtual disk described above.

Referring to FIG. 5, FIG. 5 is an abstract flowchart of
another embodiment according to this disclosure. As shown
in FIG. 5, the flow includes the following steps.

Step 501, the virtual disk redirects the reading request
received from the file system to the physical disk so that the
file system fetches the data required by the reading request
from the physical disk.

Step 502, the virtual disk receives the data fetched by the
file system from the physical disk, decrypts the data, and then
sends the decrypted data to the file system. The file system
provides the decrypted data to a user end.

To illustrate the flow shown in FIG. 5 more clearing, the
flow shown in FIG. 5 is described in detail with the reference
to FIG. 6.

Referring to FIG. 6, FIG. 6 is a detailed flowchart of the
present embodiment according to this disclosure. As shown in
FIG. 6, the flow includes the following steps.

Step 601, a user launches a reading request, using a control
for launching reading requests such as ReadFile, in a user
mode.

The reading request includes an identifier of the virtual
disk.

Step 602, the file system, in a kernel mode, receives the
reading request from the user mode, if the reading request
includes the identifier of the virtual disk; the file system sends
the reading request to the virtual disk.

Specifically, the file system in the present embodiment may
be a FSD or other modules having similar functions.
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Step 603, the virtual disk ascertains the physical disk file
corresponding to the virtual disk itself after receiving the
reading request from the file system.

The ascertained physical disk file in step 603 is the initial-
ized file as described in step 101.

Additionally, step 603 is executed by the driver of the
virtual disk.

Step 604, the virtual disk replaces the identifier of the
virtual disk in the reading request with the identifier of the
physical disk file in the reading request, and then sends the
reading request to the file system.

The reading request in step 604 may be send by the driver
of'the virtual disk using a control for sending reading requests
such as ZWReadFile.

Step 605, the file system sends the reading request to the
physical disk file corresponding to the identifier in the reading
request, after receiving the reading request form the virtual
disk. The reading request is send for fetching data required by
the reading request from the physical disk file.

According to the description of embodiment 1, in step 605,
the data fetched by the file system is encrypted data.

Step 606 the virtual disk receives the data fetched by the file
system from the physical disk, decrypts the data, and then
sends the decrypted data to the file system.

The decrypting algorithm used in step 606 is matched to the
encrypting algorithm in this embodiment. For example, the
decrypting algorithm may also be an AES decrypting algo-
rithm that has a high level of security.

Step 607, the file system provides the decrypted data to a
user end.

The flow shown in FIG. 6 is described as above.

It is to be noted, for those ordinarily skilled in the art, the
whole or part of the steps in the above methods can be
achieved by instructing hardware to perform with computer
programs. The computer programs can be stored in a com-
puter readable medium. When the programs are executed, the
flow of the method is above embodiments are performed. The
storage medium may be a hard disk, a compact disk, a read-
only memory (ROM) or a random access memory (RAM),
etc.

A file decrypting apparatus provided in the present
embodiment is described as follows.

Referring to FIG. 7, FIG. 7 is ablock diagram of the present
embodiment of this disclosure. As shown in FIG. 7, the appa-
ratus includes a virtual disk creating unit and a virtual disk
driving unit.

The virtual disk creating unit is configured for creating the
virtual disk.

The virtual disk driving unit includes a redirecting module
and a decrypting module.

The redirecting module is configured for redirecting a
reading request sent from a file system to a physical disk, so
that the file system fetches data required by the reading
request from the physical disk.

The decrypting module is configured for receiving the data
fetched by the file system from the physical disk, decrypting
the received data and sending the decrypted data to the file
system. As such, the file system may provide the decrypted
data to a user end.

The virtual disk is visible in the kernel mode and has a
unique identifier. As shown in FIG. 7, the apparatus further
includes a virtual disk notifying unit.

The virtual disk notifying unit is configured for notifying
the virtual disk to a disk management module of Windows,
after the virtual disk creating unit creating the virtual disk and
before the virtual disk driving unit receiving the reading
request; and/or notifying a resource management module of

20

30

35

40

45

50

8

anoperating system (i.e. Window™)using broadcasting mes-
sage such that the resource management module re-enumer-
ates the virtual disk.

Preferably, as shown in FIG. 7, the redirecting module
further includes an ascertaining sub-module and a redirecting
sub-module.

The detecting sub-module is configured for ascertaining
the physical disk file corresponding to the detecting sub-
module itself after receiving the reading request.

The redirecting sub-module is configured for replacing the
identifier of the virtual disk in the reading request with the
identifier of the ascertained physical disk file, and then send-
ing the reading request to the file system. The file system
receives the reading request from the virtual disk, and then
sends the reading request to the physical disk file correspond-
ing to the identifier in the reading request for fetching data
required by the reading request.

In this embodiment, the virtual disk creating unit includes
an initializing module, a processing module and a virtual disk
creating module.

The initializing module is configured for initializing the
physical disk file corresponding to the virtual disk.

The processing module is configured for requesting the
user to provide a key for using the physical disk file and
verifying the key provided by the user when the virtual disk is
triggered to create the virtual disk. If the verification is
passed, the initializing module triggers the initializing mod-
ule to proceed with the initialization that is required to create
the virtual disk, and triggers the virtual disk creating module
to create the virtual disk after detecting that the initializing
module finished the initialization process.

The virtual disk creating module is configured for creating
the virtual disk when triggered by the processing module.

The apparatus in the present embodiment is described as
above.

As shown in the technical solutions described above, in this
disclosure, the virtual disk is used to encrypt the data in the
writing request and to decrypt the data in the reading request.
That improves reliability, security and effectiveness of file
encryption.

The contents described above are only preferred embodi-
ments of the present disclosure, but the scope of the present
disclosure is not limited to the embodiments. Any ordinarily
skilled in the art would make any modifications or replace-
ments to the embodiments in the scope of the present disclo-
sure, and these modifications or replacements should be
included in the scope of the present disclosure. Thus, the
scope of the present disclosure should be subjected to the
claims.

INDUSTRIAL PRACTICALITY

The file encrypting/decrypting methods and apparatus of
this disclosure use the virtual disk to encrypt the data in the
writing request and decrypt the data in the reading request.
That improves reliability, security and effectiveness of file
encryption.

What is claimed is:

1. A file encrypting method, comprising a step of creating
a virtual disk, the virtual disk being visible in a kernel mode
and having an identifier, the method further comprising:

receiving, in the virtual disk, a writing request from a file

system,

encrypting data in the writing request by a driver of the

virtual disk; and

notifying the file system to write the encrypted data into a

corresponding physical disk thereby controlling the file
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system to write the encrypted data into the correspond-
ing physical disk after the file system receiving a notifi-
cation from the virtual disk;

wherein after creating the virtual disk and before the virtual
disk receiving the writing request from the file system,
the method further comprises:

notifying the virtual disk to a disk management module of
an operating system; and/or

notifying the virtual disk to a resource management mod-

ule of the operating system using a broadcasting mes- 10

sage to re-enumerate the virtual disk in the resource
management module.

2. The file encrypting method according to claim 1, prior to
the step of receiving a writing request from a file system,
further comprising:

receiving, in the file system run in the kernel mode, the

writing request from a user mode; and

sending the writing request to the virtual disk if the writing

request includes the identifier of the virtual disk.

3. The file encrypting method according to claim 1,
wherein the step of notifying the file system to write the
encrypted data into a corresponding physical disk comprises:

ascertaining a physical disk file corresponding to the vir-

tual disk itself;,

replacing the identifier of the virtual disk in the writing

request with the identifier of the physical disk file; and
sending the writing request to the file system;

wherein the step of writing the encrypted data into the

corresponding physical disk by the file system after
receiving a notification from the virtual disk comprises:
writing the encrypted data in the writing request into a
physical disk file corresponding to the identifier in the
writing request after receiving the writing request from
the virtual disk.

4. The file encrypting method according to claim 1,
wherein the step of creating the virtual disk comprises:

initializing a physical disk file corresponding to the virtual

disk;

requesting a user to provide a key for using the physical

disk file;

veritying the key provided by the user;

executing the initializing process required for creating the

virtual disk if verification has passed; and

creating the virtual disk using a control for creating virtual

disk after finishing the initialization process.

5. A file decrypting method, comprising a step of creating
a virtual disk, the virtual disk being visible in a kernel mode
and having an identifier, the method further comprising:

redirecting a reading request, which is received from a file

system, to a physical disk for fetching data required by
the reading request from the physical disk;

receiving the data fetched by the file system from the

physical disk;

decrypting the received data; and

sending the decrypted data to the file system for providing

the decrypted data to a user end;

wherein after the step of creating the virtual disk and before

the step of redirecting a reading request to a physical
disk, the method further comprising:

notifying the virtual disk to a disk management module of

an operating system; and/or

notifying the virtual disk to a resource management mod-

ule of the operating system using a broadcasting mes-
sage to re-enumerate the virtual disk in the resource
management module.
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6. The file decrypting method according to claim 5, prior to
the step of receiving a reading request from a file system,
further comprising:

receiving, in the file system run in the kernel mode, the

reading request from a user mode; and

sending the reading request to the virtual disk if the reading

request includes the identifier of the virtual disk.

7. The file decrypting method according to claim 5,
wherein the step of redirecting a reading request to a physical
disk comprises:

ascertaining a physical disk file corresponding to the vir-

tual disk itself;,

replacing the identifier of the virtual disk in the reading

request with the identifier of the physical disk file; and
sending the reading request to the file system;

the method further comprising: sending, in the file system,

the reading request to the physical disk file correspond-
ing to the identifier in the reading request for fetching
data required by the reading request from the physical
disk file.

8. The file decrypting method according to claim 5,
wherein the step of creating the virtual disk comprises:

initializing a physical disk file corresponding to the virtual

disk;

requesting a user to provide a key for using the physical

disk file;

verifying the key provided by the user;

executing the initializing process required for creating the

virtual disk if verification has passed; and

creating the virtual disk using a control for creating virtual

disk after finishing the initialization process.

9. A file encrypting apparatus, comprising:

one or more first processors;

a first memory; and

one or more first program units stored in the first memory

and to be executed by the one or more first processors,
wherein the one or more first program units comprise:
a virtual disk creating unit configured for creating a
virtual disk, wherein the virtual disk is visible in a
kernel mode and has an identifier;
a virtual disk driving unit configured for:
receiving a writing request from a file system;
encrypting data in the writing request; and
notifying the file system to write the encrypted data
into a corresponding physical disk thereby control-
ling the file system to write the encrypted data into
the corresponding physical disk after receiving a
notification from the virtual disk; and
avirtual disk notifying unit configured for notifying the
virtual disk to a disk management module of an oper-
ating system, and/or notifying the virtual disk to a
resource management module of the operating sys-
tem using a broadcasting message to re-enumerate the
virtual disk in the resource management module, after
creating the virtual disk and before the virtual disk
receiving the writing request from the file system.

10. The file encrypting apparatus according to claim 9,
wherein the virtual disk driving unit comprising:

one or more second processors;

a second memory; and

one or more second program units stored in the second

memory and to be executed by the one or more second

processors, wherein the one or more second program

units comprise:

a receiving module, configured for receiving the writing
request from the file system;
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an encrypting module, configured for encrypting the
data in the writing request; and
a redirecting module, configured for: ascertaining a
physical disk file corresponding to the virtual disk
itself; replacing the identifier of the virtual disk in the
writing request with the identifier the physical disk
file; and sending the writing request to the file system;
wherein the file system writes the encrypted data in the
writing request into the physical disk file corresponding
to the identifier in the writing request after receiving the
writing request from the virtual disk.
11. The file encrypting apparatus according to claim 9,
wherein the virtual disk creating unit comprises:
one or more third processors;
a third memory; and
one or more third program units stored in the third memory
and to be executed by the one or more third processors,
wherein the one or more third program units comprise:
aninitializing module, a processing module and a virtual
disk creating module, wherein:
the initializing module is configured for initializing a
physical disk file corresponding to the virtual disk;
the processing module is configured for:
requesting the user to provide a key for using the physi-
cal disk;
verifying the key provided by the user;
triggering the initializing module to proceed with the
initialization process that is required to create the
virtual disk if the verification having passed; and
triggering the virtual disk creating module to create the
virtual disk after the initializing module finishing the
initialization process;
the virtual disk creating module is configured for creating
the virtual disk when triggered by the processing mod-
ule.
12. A file decrypting apparatus, comprising:
one or more first processors;
a first memory; and
one or more first program units stored in the first memory
and to be executed by the one or more first processors,
wherein the one or more first program units comprise:
a virtual disk creating unit, configured for creating a
virtual disk, wherein the virtual disk is visible in a
kernel mode and has an identifier;
a virtual disk driving unit, comprising:
one or more second processors;
a second memory; and
one or more second program units stored in the sec-
ond memory and to be executed by the one or more
second processors, wherein the one or more second
program units comprise: a redirecting module and a
decrypting module; wherein
the redirecting module is configured for redirecting a
reading request received from a file system to a
physical disk for fetching data required by the read-
ing request from the physical disk; and
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the decrypting module is configured for receiving the
data fetched by the file system from the physical
disk, decrypting the received data and sending the
decrypted data to the file system for providing the
decrypted data to a user end; and
a virtual disk notifying unit configured for notifying the
virtual disk to a disk management module of an operat-
ing system, and/or notifying the virtual disk to aresource
management module of the operating system using a
broadcasting message the resource management module
to re-enumerate the virtual disk in the resource manage-
ment module, after creating the virtual disk and before
the virtual disk receiving the writing request from the file
system.
13. The file decrypting apparatus according to claim 12,
wherein the redirecting module comprises:
one or more third processors;
a third memory; and
one or more third program units stored in the third memory
and to be executed by the one or more third processors,
wherein the one or more third program units comprise:
an ascertaining sub-module configured for ascertaining
the physical disk file corresponding to the detecting
sub-module itself after receiving the reading request;
a redirecting sub-module configured for replacing the
identifier of the virtual disk in the reading request with
the identifier of the ascertained physical disk file, and
then sending the writing request to the file system;
where the file system sends the reading request to the
physical disk file corresponding to the identifier in the
reading request for fetching data required by the read-
ing request after receiving the reading request from
the virtual disk.
14. The file decrypting apparatus according to claim 12,
wherein the virtual disk creating unit comprises:
one or more fourth processors;
a fourth memory; and
one or more fourth program units stored in the fourth
memory and to be executed by the one or more fourth
processors, wherein the one or more fourth program
units comprise: an initializing module, a processing
module and a virtual disk creating module, wherein:
the initializing module is configured for initializing a
physical disk file corresponding to the virtual disk;
the processing module is configured for requesting the user
to provide a key for using the physical disk, verifying the
key provided by the user, triggering the initializing mod-
ule to proceed with the initialization process that is
required to create the virtual disk if the verification hav-
ing passed, and triggering the virtual disk creating mod-
ule to create the virtual disk after the initializing module
finishing the initialization process; and
the virtual disk creating module is configured for creating
the virtual disk when triggered by the processing mod-
ule.



